Vanaf Business Central 20 release wave 1, welke vanaf 1 april 2022 beschikbaar is,
is het alleen nog maar mogelijk om via Oauth een verbinding op te zetten tussen
Bluel0 en jouw Business Central administratie.

Je IT partner of IT college kan dit eenvoudig gereed maken doormiddel van een app
registratie in de Microsoft Azure Tenant. De onderstaande stappen kunnen
uitgevoerd worden door een gebruiker met Administrator rechten in de Azure AD
tenant.

1. Open Microsoft Azure en zoek naar App registrations.

[ A Home - Microsoit Azure x

&« - C & portalazure.com/#home

Saencxy LS

J All Services (31) Documentation (28) Resources (0) Resource Groups (0) Marketplace (0)
Azure Active Directory (0}
Services See sl &
Users All services

8 App registrations @ App Services
=] Event Grid Partner Registrations <> Function App

I # app Configuration @ Application gateways

1 App proxy @ Application groups B Viewed

s age

< Documentation See all "

i teeks ago
Quickstart: Register an app in the Micrasoft identity . Best practices for Azure AD application registration ... |

1 fecks ago
Create an app registration with Azure Digital Twi Register matile apps that call web APIs - Microsoft ..

4 Bt
Create an app registration with Azure Digital Twi Protected web API app registration - Microsoft identity .. |

{ feeks ago
Register a web app that signs in users - Microsoft ... Custom role permissions for app registration - Azure AD ..

[ feeks ago

‘L Searching all subscriptions. Change - A Grve feadbad leeks ago

2. Kies voor New Registration.

[ M App registrations - Microsoft Az X

&« = C @ portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade

e e

Home >

App registrations 2 - X

-+ Newregistration | @ Endpoints % Troubleshooting () Refresh & Download [ Preview features & Got feedback?

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Gragh. We will cantinue to provide technical support and security updates but we will no longer provide feature updates.

Applications will need to be upgraded to Microsoft Authentication Library (MSAL} and Microsft Graph, Leamn more

All applications ~ Owned applications  Deleted applications

9 Start typing a display name to filter these results o Add filters

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory
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4. Na het succesvol aanmaken van de a

BluelO.

[ . Register an application - Microse X

< > C @ portalazure.com/#blade/Microsoft_ AAD_RegisteredApps/ApplicationsListBlade

ey

Home > App registrations >

Register an application - X

* Name

The user-facing display name for this application (this can be changed later).

[ Blu=1d v

Supported account types

Who can use this application or access this API?

(8) Accounts in this organizational directory only (Blue10 Testing only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directery (Any Azure AD directory - Multitenant) and persanal Microsoft accounts (e.g. Skype, Xbox)
(O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication respanse to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed Iater, but  value is required for most authentication scenarios.

Select a platform v | [ eg. httpsi//example com/auth |

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By procesding, you agree to the Micrasaft Platform Bolicies 7

, kies dan voor Authentication.

A Bluel0 - Microsoft Azure x

€& > C @ portalazure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/Overview/appld/a508ce22-9ech-4ba2-bda0-3076810a9464/objectld/b5ad1f73-d.. & |2 3¢ . E

SRSl

Home > App registrations >

@ Create application X
E Blueld » - Successfully created application Blue10.
0 Fearch (Cu « [i] Delete @ Endpoints [l Preview features
18 Overview @ Got 2 second? We would love your feedback an Microsoft identity piatform (previously Azure AD for developer], —
& Quickstart m
#" Integration assistant A~ Essentials
Manage Display name : Blueld Client credentials : Add 3 certificate or secret
B Bronding & propertes Application (client] ID : 3508ce22-Oech-4ba2-bdal-3076810a3464 Redirect URIs : Add a Redirect URI
Object ID : b529173-ddaf-4626-9153-5e2bdSabd 14c Application 1D URI : Add an Application 1D URI
D Authentication
Directory (tenant) D : 772285b0-216c-47f1-2¢76-46d53baf582d Managed application inl... : Blug10
¢ Certificates & secrets
Supported account types : My organization only
Il Token configuration
API permissions ) Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Leam mere *
Expose an APl
X

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and

App roles securty updstes but we will no longer provide Seature Lpdates, Applications wil need ta be upgraded to Microsoft Authentication Liorary (MSAL) and Micrasoft Graoh, Leam more
& Owmers
&, Roles and administrators Get Started  Documentation
H Manifest
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > App registrations > Blue10

) Bluel0 | Authentication = x
I8 Overview =

Platform configurations
& Quickstart
, i Depending on the platiarm or device this application is targeting, additional configuration may be required such ac
5" Integration assistant redirect URls, specific authentication settings, or fislds spacific 1o the platform,

Manage + Addaplatﬁ@ ‘__——-——'—_

B2 Branding & properties

3 Authentication
Supported account types
T Certificates & secrets

Wha can use this application or access this API?
1l Token configuration

(®) Accounts in this arganizational directary anly (Blue10 Testing anly - Single tenant)
5 API permissions (O Accounts in any organizational directory {Any Azure AD directory - Multitenant)
@ Expose an ABI

Help me decide..

% App roles
& Owners

A\ Due to temporary differences in supported functicnality, we don't recommend enabling personal Microsoft
accounts far an existing registration. If you need to enablé personal accounts, you can 6o 50 using the manifest
editor. Learn more about these restrictions.

& Roles and administrators

@ Manifest
Support + Troubleshooting Advanced settings

Troubleshootir
& Troudleshooting Allow public client flows ©

New support request
PP "
Enable the fallowing mobile and desktop fiows:

Save Discard

6. kies voor Web.

Canfigure platforms - Microsoft . X

< > C 8 portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/Authentication/appld/a508ce22-9ecb-4ba2-bda0-3076810a9464/objectld/b5ad.. @ |2 T . H

e e e

Home > App registrations > Blue10 Conﬁgure platforms x
) Bluel0 | Authentication =

£ Search (Ctrl+/) « & Got feedback?
| Overview @ Web Single-page application
Platform configurations e E

Web applications

& Quickstart Build, host, and dep\uy{yehsewer Configure browser client applications
} Depending on the platiorm or device this application is targeting, additional configuration may be n application. .NET, Java, Pjthon and progressive web applications.

#' Integration assistant redirect URls, specific authentication settings, or fields specific to the platform. Javaseript,

Manage + Add  platform

B Branding & praperties
Mobile and desktop applications

Authentication

(C]

Supported account types

¢ Certificates & secrets 7 . 105 / macos I' Android
Wiho can use this application or access this API?

il Token configuration . i § Objective-C, Swift, Xamarin Java, Kotiin, Xemarin
(®) Accounts in this organizational directory only (Blue10 Testing only - Single tenant)

APl permissions (O Accounts in any organizational directory {Any Azure AD directory - Multitenant)

Expose an APl
Help me decide...

App roles
Mobile and desktop
& Owners |IJ:| applications
& Roles and administrat A\ Due to temparary differences in supported functionality, we don't recommend enabling personal Microsoft Windaws, UWP, Console, IoT &
&5 and administrators ‘accounts for an existing registration. If you need to enable personal accounts, you can do so using the mani Limited-antry Devices, Classic 08 +
editor. Learn more about these resrictions, Android !

B Manifest

Support + Troubleshooting Advanced settings

Troubleshootir
& Trousleshosting Allow public client fows ©

& New support request
Enable the fallowing mobile and desktop flows: Ves

Save Discard
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7. Vul bij Redirect URL

l A Configure Web - Microsoft Azure X

en kies Confi

&« = C # portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/Authentication/appld/a508ce22-9ecb-4ba2-bdaD-3076810a9464/objectld/b5a9... Q@ |12 . :

el

Home > App registrations > Blue10 Conﬁgure web x
) Bluel0 | Authentication =

< Al platforms Quickstat  Does(

2 Search (Ch « &7 Got feedback?

* Redirect URIs

B Overview
Platform configurations The URIs we will accept as destinations when returning authentication responses (tokens)
& Quickstart after successfully authenticating or signing out users. The redirect URI you send in the
. . Depending en the platform or device this application is targeting, additional configuration may be 11 reguest to the lagin server should match one listed here. Also referred to a5 reply URLs, Leam
#7 Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform. more about Redirect URIs and their restrictions
Manage + Add a platform \ hitpsi//localnestE080/login v |

B Branding & properties
Front-channel logout URL
3 Authentication

Supported account types This is where we send a request to have the application clear the user's session data. T
¢ Certificates & secrets required for single sign-out to work correctly.

Who can use this application or access this API?
il Token configuration eg. hitps//example.com/logout

(®) Accounts in this arganizational directory only (Blue10 Testing only - Single tenant)
APl permissions E . N .

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) Implicit grant and hybrid flows
Expose an API

Help me decide.. Request a token directly from the authorization endpoint. I the has a single-page

App roles architecture (SPA] and doesn't use the authorization code flow, or if it invokes a web APl via
JavaSeript, select both access tokens and ID tokens. For ASP.NET Core web apps and other

Owners web apps that use hybrid authentication, select only ID tokens, Leam more about tokens.

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Micrasoft )
accounts for an existing registration. If you need to enable persenal accounts, you can do so using the mani  Select the tokens you would like to be issued by the autherization endpoint:

ditor. Ls pout th trictions. - .
B Manifest saor L more sboul fhess retrclons [ Access tokens {used for implicit fiows)

[ 1D tokens (used for implicit and hybrid flows)

Reles and administrators

Support + Troubleshooting Advanced settings

Troubleshooti:
£ Toubleshooting Allow public client flows ©

& New support request

. |
8. Kies Api Permission en klik op Add a Permission.

A Blue0 - Microsoft Azure x

&« - C # portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAP|/appld/a508ce22-9ecb-4ba2-bda0-3076810a9464/objectld/b5ad1f73-.. @ & W . :

e e e

Home > App registrations > Blue10

- Bluel0 | API permissions  # x

O Search (Ctrl+/) « () Refrech 57 Got feedback?

B Overview
& Quickstart &
@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value In your
#" Integration assistant organization, or in organizations where this app will be used. Learn maore
Manage
Configured permissions
B Branding & properties .
Applications are authorized to call APl when they are granted permissicns by users/admins as part of the consent process. The list of configured permissions should include
9 Authentication all the permissions the application needs. Leam more about permissions and consent
¥ Centificates & secrets + Add a permission " Grant admin consent for Blue10 Testing
i Token configuration API/ Permissions'i) 3 Description Admin consent requ... Status
AP permissions . .
 Microsoft Graph (1)
Expose an API
o UserRead Delegated  Sign in and read user profile No
App roles
& Owners
To view and manage permissions and user consent, try Enterprise applications.
&, Roles and administrators
i Manifest
Support + Troubleshooting
&2 Troubleshooting
& New support request
K »
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https://localhost:8080/login

[ M Request APl permissions - Micro: X

« > cC

9. Zoek de app ‘Dynamics 365 Business Central’ op en klik deze aan

e e e

Home > App registrations > Blue10

= Bluel0 | API permissions  »

2 Search (Ctrl+/) «

B Overview

Rich communication experiences with
the same secure CPaaS platform used

by Microsoft Teams

() Refresh 87 Got feedback?

& Quickstart
@ The "Admin consent required” column shows the defaulf
organization, er in organizations where this app will be L

® Azure Key Vault

5" Integration assistant

IManage your key vaults as well as the

keys, secrets, and certificates within

Manage your Key Vaults

Configured permissions

B Branding & properties Applicstions are suthorized to call APlz when they are gran

D Authentication all the permissions the application needs. Leam mare abou

Data Export Service for
Microsoft Dynamics 365

Certificates & secrets -+ Add a permission ~ Grant admin consent for Blug L

Token canfiguration - !

API/ Permissions name Type Descri CRM Grganization o an extemal

= APl permissions destination
~ Microsoft Graph (1)

@ E a9l
Xposean UserRead Delegated  Sign ir
B App roles

/%) Fiow service

& Owners . .
To view and manage permissions and user cansent, try Ente y
Embed fiow templates and manage
&, Roles and administrators o
Hd Menifest

Support + Troubleshooting

&? Troubleshooting Power Bl Service

& New support request Programmatic access

to Dashboard resources such

asDatasets, Tables, and Rows in Power Bl

Request APl permissions

Export data from Microsoft Dynamics

Fast NoSOL database with open APIs
for any scale.

/A Azure Service Management

Frogrammatic access to much of the
functionality availzble through
the Azure portal

Dynamics 365 Business
Central

Programmatic access to data and
functionality in Dynamics 365 Business
Central

L) intune

Programmatic access to Intune data

Q SharePoint

Interact remotely with ShareFoint data

Integrate with Azure DevOps and Azure
DevOps server

—
== Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-gtructured it

'> Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

u Office 365 Management APls

Retrieve informatian about user, admin,
system, and pelicy actions and events
from Office 365 and Azure AD activity
logs

a Skype for Business

Integrate resl-fime presence, secure
messaging, calling, and conference
capabities

10. Er wordt nu gevraagd welke permissie de app mag krijgen. Kies hier voor

Delegated permission.

[ A Request APl permissions - Micro. X

« > c

e

Home > App registrations > Blue10

- Bluel0 | APl permissions =

Request APl permissions

Al APIs
« ) Refresh | &P Got feedback? c Dynamics 365 Business Central
https/a microsaft.com/s st Docs of
B Overview 5 . .
What type of permissions does your application require?
& Quickstart

@ The Admin consenTTeRuTEE o~ Delegated
¢

#" Integration assistant organization, or in organizations where this app will be.

Manage § i
Configured permissions
B Branding & properties applications are autharized to call APIs when they are gran

D Authentication 5ll the permissions the application needs. Leam more abou

T Certificates & secrets -+ Add a permission / Grant admin censent for Blue

Taken canfiguration AP/ Permissions name Type Deseri

2 APl permissions N
 Microsoft Graph (1)

@ Expase an APl

UserRead Delegated  Signiir

#a App roles
22 Owners . o

To view and manage permissions and user consent, try Ente
& Roles and administrators

H Manifest
Support + Troubleshooting

Z¥ Troubleshaoting

& New support request

Add permissions Discard

Your application neess o accass the AP 25 the signed-n Lser.

8 portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAPI/appld/a508ce22-9ech-4ba2-bda0-3076810a9464/objectld/b5ad1f73-.. Q &

Application permissions

signed-in user.

& portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAPI/appld/a508ce22-9ech-4ba2-bda0-3076810a9464/objectld/b5ad1f73-... @ |© ¥ . :

Your application runs 2s a background service or dagmon without a
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11.Vink beide permissie aan en klik op Add Permissions.

[ M Request APl permissions - Micro: X

<« - C & portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/CallAnAPIl/appld/a508ce22-9ecb-4ba2-bdal-3076810a9464/objectld/b5a91f73-.. & & 1 . H

e e

Home > App registrations > Blue10 Request AP' permissions x
- Bluel0 | API permissions %

<All AP
P Search (Cirl=/) « () Refresh A7 Got feedback? ‘: httpsi/fe microsaft Docs o -
W Overview What type of permissions does your application require?
& Quickstart @ Delegated permissions Application permissions
The “Admin consent required” column shows the defaull
A Integration assisant organization, or In arganizations where this app will be Your application needs to access the APl as the signed-in user. Your application runs 25 a background service or daemen without a
signed-in user.
Manage Confured
ontigures ermissions L

1 Brancing & ot gured e Select permissions expand all

randing & properiiss Applications are suthorized to call APls when they are gran
D Authentication all the permissicns the application needs. Learn more abou |,O Start typing a permission to filter these results
¥ Certificates & secrets + Addapermission /' Grant admin consent for Blug .

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

Token configuration permission, user, or app. This column may not refiect the value in your crganization, or in organizations where this app will be

AP/ Permissions name Type Descri e
9 APl permissions i
~ Microsoft Graph (1)
@ Expose an API
UserRead Delegated  Signir Permission Admin consent required
B App roles
v -
& Owners ) ) Other permissions (1)
To view and manage permissions and user consent, try Ente
&. Roles and administrators user_impersonation (@ Ne
Access as the signed-in user
i Manifest z
N Financials (1)
Support + Troubleshooting
No

2 Troubleshooting B Financials ReadWrite All ©

Access Dynamics 365 Business Central as the signed-in user
& New support request

‘
12.Klik nogmaals op Add a permission.

[ A Bluel0 - Microsoft Azure x

« > C 8 portalazure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAP|/appld/a508ce22-9ecb-4ba2-bda0-3076810a9464/objectld/b5a9 173

e e

Home > App registrations > Blue10

= Bluel0 | APl permissions = x

O Search [Ctrl+/) « O Refresh | A& Got feedback?

18 overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

#  Integration assistant

X
W @ The “Admin consent regfiired” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not refiect the value in your
anage crganization, or in orglinizations where this app will be used. Learn mare
B Branding & properties
3 Authentication Configured permjfsions
# Certificates & secrets Applications are orized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissigls the application needs. Leam more about permissions and consent
Il Token configuration
APl permissions + Add gpermission ' Grant admin consent for Blug10 Testing
Expase an AP| APL/ Pﬂm‘m Type Description Admin consent requ... Status
App roles v Dynamics 365 Business Central (2)
Cwmers FnandialsResawirite.Al Delegated  Access Dynamics 365 Business Central as the signed-in user No
Roles and administrators user_impersonation Delegated  Access as the signed-in user No
Hl Manifest  Microsoft Graph (1)
) UserRead Delegated  Sign in and read user profile Na
Support = Troubleshooting
& Troubleshosting
2~ . . To view and manage permissions and user cansent, try Enterprise applications.
ew support request
J »
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13.Klik weer op Dynamics 365 Business Central.
[ M Request APl permissions - Micro: X

« > cC

e e e

Home > App registrations > Blue10

Request APl permissions

& portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAPI/appld/a508ce22-9ech-4ba2-bda0-3076810a9464/objectld/b5ad1f73-... @ |© ¥ . :

= Bluel0 | API permissions  »

«
M Overview

& Quickstart

5" Integration assistant

Manage

= Branding & properties

3 Authentication

Certificates & secrets

Token configuration
2 APl permissions

@ Expose an APl

B Approles

& Owners

& Roles and administrators

H Manifest
Support + Troubleshooting

&? Troubleshooting

& New support request

14.Klik nu op Application

[ M Request APl permissions - Micro X

« >

Rich communication experiences with
the same secure CPaaS platform used

by Microsoft Teams

() Refresh 87 Got feedback?

@ The "Admin consent required” column shows the defaulf ® Azure Key Vault
organization, er in organizations where this app will be L
IManage your key vaults as well as the
keys, secrets, and certificates within

your Key Vaults

Configured permissions

Applications are autharized to call APl when they are gran
all the permissions the application needs. Leamn more abou

Data Export Service for

+ Add a permission /' Grant admin consent for Blue ' Microsoft Dynamics 365
Export data from Microsoft Dynamics
API/ Permissions name Type Descri AWM crganization 10 an external
Gestination
~ Microsoft Graph (1]
UserRead Delegated  Sign ir

/%) Fiow service

Embed fiow templates and manage
flows

To view and manage permissions and user cansent, try Ente

Power Bl Service
Frogrammatic access

to Dashboard resources such
asDatasets, Tables, and Rows in Power Bl

permissions.

Fast NoSOL database with open APIs
for any scale.

/A Azure Service Management

Frogrammatic access to much of the
functionality availzble through
the Azure portal

Dynamics 365 Business
Central

Programmatic access to data and
functionality in Dynamics 365 Business
Central

L) intune

Programmatic access to Intune data

Q SharePoint

Interact remotely with ShareFoint data

& portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAP|/appld/a508ce22-9ech-4ba2-bdal-3076810a9464/objectld/b5a91f73-...

ey

Home > App registrations > Blue10

£ Search (Cirl+/) «
M Overview
& Quickstart

# Integration assistant

Manage
B Branding & praperties
3 Authentication

¥ Certificates & secrets
Il Token configuration
S API permissions

@ Expase an API

App roles
2 Owners
&, Foles and administrators

H Manifest

Support + Troubleshooting
&2 Troubleshooting

New support request
PP g

Request APl permissions
Bluel0 | APl permissions =

C Al APIs

o

() Refresh B Got feedback?

A\ You are editing permission(s} to your application, users v

Dynamics 365 Business Central

https://dynamics.microsoft.com/business-central/overview/ Docs !

What type of permissions does your application require?

Integrate with Azure DevOps and Azure
DevOps server

—
== Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-gtructured it

'> Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

u Office 365 Management APls

Retrieve informatian about user, admin,
system, and pelicy actions and events
from Office 365 and Azure AD activity
logs

a Skype for Business

Integrate resl-fime presence, secure
messaging, calling, and conference
capabities

mstolze@b10testing.on...
BLUEIO TESTING (BIOTESTING.0...

To

Your application needs to access the AP| as the signed-in user.

@ The "Admin consent reguired” column shows the defaulf
organization, er in organizations where this app will be L

Configured permissions
Applications are authorized to call APls when they are gran

5ll the permissions the application needs. Leam more abou

+ Add a permission + Grant admin consent for Blue

API / Permissions name Type Descri
“~ Dynamics 365 Business Central (2]

Financials. ReadWrite.All Delegatsd  Accest

user_impersonation Delegated  Acces:
 Microsoft Graph (1]

User Read Delegated ~ Signiir

To view and manage permissicns and user consent, try Ente

Add permissions Discard

—

Your application runs as 3 background senvice or dzemon without a
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15.Vink de 3 permissies aan en klik op Add Permission.

issions - Micro: X

<« > C 8 portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/CallAnAPI/appld/a508ce22-9ecb-4ba2-bda0-3076810a9464/objectld/b5a91f73-.. Q@ |2 T . :

= i Search resoL services, and docs (G- olze@b 10testing.
p — — . il BLUEI0 TESTING (BIOTESTI

Home > App registrations > Blue10 Request API permissions X
- Bluel0 | APl permissions s

< All APls
0 Search (Ctrl+/) « () Refresh 37 Got feedback? c Dynamics 365 Business Central
hitp: microsoft.com/b ~central/ov Docs
M Overview N
e A\ You are editing permission(s) to your application, Users Y What type of permissions does your application reguire?
& Quickstart
Delegated permissions Applicatien permissions
#" Integration assistant Your application needs to access the APl as the signed-in user, Your application runs as a background service or daeman without a

signed.in user.

@ The “Admin consent required” column shows the defaulf

Manage organization, or in arganizations where this app will be
B Branding & properties Select permissions expand all
3 Configured permissions
D Authentication 9 P 0 Start typing a permission to filter these results
§ Certificates & secrets Applications are authorized to call APls when they are gran

all the permissions the apglication nesds, Leam mare abou Permission Admin consent required

Il Token configuration

. + Add s permission +/ Grant admin consent for Blug ~  Other permissions (1)
AP permissions

Expose an APl API / Permissions name Type Descri = app_access @ .
es
o Access according to the application's permissions in Dynarics 365 Business Central
App roles v Dynamics 365 Business Central (2)
& Owners Finandials.ReadWrite.All Delegated  Access 7 AP
&, Roles and administrators user_impersonation Delegated  Access = APIReadWrite All (D) .
. es
8 Manifest Microsatt Gragh (1) Full access to web services AP|
. UserRead Delegated  Signir % Automation (1)
Support + Troubleshaoting
& Troubleshooting = Automation ReadWrite.All O -

To view and manage permissions and user consent, try Ente Full secess to automation
& New support request

Add permissions

16.Klik op Grand admin consent for ‘tenant naam’ en klik op Yes om dit te
bevestigen.

[ A Bluetd- Mirosoft Azure * _

&« > C # portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/CallAnAP|/appld/aS08ce22-9ech-4ba2-bda0-3076810a9464/objectld/b5a91f73-.. Q |1& ¥t . H

Sl

Home > App registrations > Blue10

=- Bluel0 | APl permissions  # - x

0 Search (Ctrl+/) « () Refresh B Got feedback?

1 Overview A\ You are editing permission(s) to your application, users will have t0 consent even if they've already done 0 Previously.

& Quickstart

” Integration assistant

N,

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not refiect the value in your

Manage organization, or in organizations where this app will be used. Learn more

= Branding & properties
3 Authentication Configuretiypermissions

arized to call APls when they are granted permissions by users/admins as part of the consent process The list of configured permissions should include
plication needs. Learn more about permissions and consent

© Certificates & secrets Applications are 3
all the permissions t
il Token configuration

+ Add a permission Grant admin consent for Blue10 Testing
API permissions

Expose an AP API/ Permissions name Type Description Admin consent requ... Status
App roles v Dynamics 365 Business Central (5)
Owners APIReadWrite. All Application  Full access to web services API Yes A\ Notgranted for Blueld,, =
Roles and administrators 2pp_access Application  Access according to the application's permissions in Dyna... Ves A Notgrented for Blug1D ., ==
E Manifest Automation.ReadWrite Al Application  Full access to automation Yes A\ Notgranted for Blue1d , **+
Financials.ReadWrite.All Delegated  Access Dynamics 365 Business Central as the signed-in user Na
Support + Troubleshooting
- user_impersanation Delegated  Access 5 the signed-in user No
£? Troubleshooting
~ Microsoft Graph (1)
& New support request
UserRead Delegated  Sign in and read user profile No
To view and manage permissions and user consent, try Enterprise applications. -

‘ledere dag
een stap vooruit’
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17.Kies nu voor Certificates & Secrets en klik op New Client Secret.

x_

<« > C & portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/Credentials/appld/a508ce22-9ecb-dba2-bda0-3076810a9464/objectld/b5a91f73.. & & . H

S S Sl

Home > App registrations > Blue10

Bluel0 | Certificates & secrets = x

B Overview

& Quickstart

#" Integration assistant

Manage

= Branding & properties

3 Authentication
Certificatas & secrets

1l Token configuration

API permissions

Expase an AP

App roles
& Owners
&, Roles and administratars

B Manifest
Support + Troubleshooting

42 Troubleshaoting

& New support request

18.Vul een omschrijving in en geef een geldigheidsduur in. In ons voorbeeld

B2 Search (Ctr «

& Got feedback?

Crederntials anable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (0)  Federated credentials (0)

A secret string that the applicaticn uses to prove its identity when requesting a token. Also can be referred to as application password.

—+ New client 5&@

Description

Expires Value O Secret ID

No client secrets have been created for this application.

kiezen we voor 24 maanden. Dat betekent dat de verbinding tussen Bluel0 en
de Business Central administratie 24 maanden lang een geldige verbinding

heeft.

[ R A o cient zeceet - Microsoft £ _

< > C # portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/Credentials/appld/a508ce22-9ecb-4ba2-bda0-3076810a9464/cbjectld/b5ad1f73... @ |& ¥ . H

— - i mstolze@b 10testing.
Sl eSSl s

Home > App registrations > Blue10

Bluel0 | Certificates & secrets =

0 Search (Ct «

B Overview

& Quickstart

# Integration assistant
Manage

B Branding & properties

D) Authentication

Certificates 8¢ secrets

Token canfiguration
= APl permissions
@ Expose an API

B App roles

& Owners

& Roles and administrators

E Manifest

Support + Troubleshooting
£ Troubleshooting

& New support request

Add a client secret X
Description [ Blue10 Client Secret |
-
i ot feedback? Expires [z months ~]

Credentials enable to identify to the authentication service when rece
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a+

@ Aoplication registration certificates, secrets and federated credentizls can be found in the tabs below.

Certificates (0) Client secrets (0)  Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token, Alsa can be refarre
+ New client secret
Description Expires Value O

N client secrets have been created for this application.




19.Sla de waarde onder Value op, deze heb je nodi

l A Blue0 - Microsoft Azure

in Bluel0 als Client Secret.

< > C 8 portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/Credentials/appld/a508ce22-9ech-4ba2-bda0-3076810a%464/objectld/b5a91f73.. & 12 . :

Home > App registrations > Bluel0
Bluel0 | Certificates & secrets  »

£ Search (Cirl=/) «

M Overview
& Quickstart

#7 Integration assistant

Manage
B2 Branding & properties
9 Authentication

Certificates & secrets

Token configuration
2 APl permissions

@ Expose an API

B App roles

& Owners

&, Roles and administrators

B Manifest
Support + Troubleshooting

&2 Troubleshocting

& New support request

20.Je hebt nu de volgende gegevens tot je beschikking:

e e et

[ A Blu10 - Microsoft Azure

@ Update application credentials x
Successfully updated application Blue10 credentials

B Got feedback?

*
@ 5ot 2 second to give us some feedback? =
Credentials enzble confidential applications to identify themselves ta the authentication sarvice when receiving tokens at a web addressable location (using an HTTPS
scheme). For & higher level of assurance, we recommend using a certificate (instead of a dlient secret) as a credential.
x

@ Aopiication registration certificates, secrets and federated credentials can be found in the tabs below

Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application ses to prove its identity when requesting a token. Alsa can be referred to a5 application passward.

+ New client secrat
Description Expires Value O Copy to clipboard et ID

Blue10 Client Secret 3/10/2024 EIY7Q~XS3nhz/WIEzSfIMMKRa27189.7¢

% 1792128a-1d37-4025-bfd6-3855689005aa [ [il]

<« = C # portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/Overview/appld/a508ce22-9ecb-4ba2-bda0-3076810a9464/cbjectld/b5a91f73-d.. & |2 . :

s e

Heome > App registrations >

] Bluel0 =

£ Search (Cirl=/) «

M Overview

& Quickstart

5 Integration assistant
Manage

B Branding & properties

D) Authentication

Certificates & secrets

Token configuration
= AP permissions

@ Expose an API

B Approles

28 Owners

&k Roles and administrators.
@ Manifest

Support + Troubleshoating

&£? Troubleshooting

& New support request

Til Delete @@ Endpoints [ Preview features

@ Got 2 secona? We wouid love your feedback on Microsott identity platform (previously Azure AD for developer). —

# Essentials

Display name : Blueld Client credentials 0 certificate, 1 secret
Application (client) ID : 3508ce22-%ech-4ba2-bda0-307681029464 Redirect URls.

Object ID : b5a9173-ddaf-4626-9f53-5e2bd3abd14c Application ID URI

Directory (tenant) ID 72285b0-216¢-4711-2e76-46d53baf582d Managed applicationin I

: Bluel0

Supported account types : My organization only

@ Welcome to the new and improved App registratians. Looking to leam how it's changed from App registrations (Legacy)? Learn more

@ Starting June 30th, 2020 we will no longer add any new features te Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and
security updates but we will N longer provide feature pdates, Applications will need to be upgraded to Microsaft Authentication Library (MSAL) and Microsoft Graph, Leam more

GetStarted  Documentation

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create
modern, standards-based authentication solutions, access and protect APls, and add sign-in for your users and customers. Learn more
[

e & mPa NS A~ ]

Client ID: a508ce22-9ech-4ba2-bda0-3076810a9464
Client Secret: EIY7Q~XS3nhzJW9EzSfIMMKRa7U89.7Cir7UM
Tenant ID: 772285b0-216¢-47f1-ae76-46d53baf582d




Het vervolg is om de BluelO application registration toevoegen aan Business
Central:

1. Open de Business Central omgeving en zoek op Azure of AAD en kies Azure
Active Directory-toepassing.

Dynamics 365 Business Central

CRONUS NI  vertel me wat u wilt doen VA 4
Klanten  Leve |m |
> Klaar om Bt Finstell... 4

Ga naar Pagina's en taken

> Azure Active Directory-toepassingen Beheer
Aan de sli ' X
H a ”O > Gebruikers bijwerken vanuit Microsoft 365 Beheer
)
BUSI n‘ Documentatie Alles weergeven (20)
(7 Intelligente inzichten en cloudmigratie
U bent kla In Business Central online hebt u toegang tot andere online diensten en kunt u intellige...
proberen.
. gn (™ Urenstaten aebruiken
rondleidin Q) ur_ns.:te| gebruiker . )
| Beschrijft hoe u een urenstaat maakt om werksoorten te definiéren, de urenstaat invult ...
(%) Urenstaten en de dkeuring ervan ins "
Rondleid () Urenstaten en de gce,k__m 1g ervan ir telle! _ _ . _
U stelt urenstaten in om de tijd te traceren die in taken en projecten wordt gebruikt, wa...
L
Ophalen uit Microsoft AppSource (alleen Engels) Alles weergeven (44)

2. Kies voor Nieuw.

Dynamics 365 Business Central

= Azure Active Directory-toepassingen N o
O Zoeken —+ Nieuw  Beheren = Y =
Client-id Beschrijving Status
{75a3¢c429-b274-4f04-9df8-054b5d9cb4db} : BC_Webclient Geactiveerd
{af30e371-ad4a-4097-88c1-5555e7ada96f} Dynamics 365 Business Central voor virtuele ... Uitgeschakeld

‘ledere dag



3. Vul bij Client-ID de waarde in welke je bij de app registratie ziet staan. In ons

voorbeeld is dit: a508ce22-9ech-4ba2-bda0-3076810a9464

Dynamics 365 Business Central

Kaart van Azure

3 Toestem ming geven

|'/}\:| & —— ]ﬁ[

A

Active Directory-toepassing

Algemeen

Client-id |{aSOBC922—9ecb—4ba2—bda0—30ﬂi| Extension

Beschrijving %k [Blue10 Applicatie ] App-id {00000000-0000-0000-0000-~ -
Status | Geactiveerd V| App-naam

Contactgegevens |

Gebruikersgroepen Beheren

Code

4. Vul de gebruikersgroepen in zoals onderstaand voorbeeld:

Maam

TN
< Kaart van Azure Active Directory-toepassing l:\ff:l & T Ti]

Blue10 Applicatie

#* Toestemm ing geven

Bedrijfsnaam *

CRONUS NL

= B
Opgeslagen

Algemeen
Client-id {3508ce22—9ecb—4baZ—bdaD-3@l‘ Extension
Beschrijving ‘ Blue10 Applicatie ‘ App-id {00000000-0000-0000-0000 -
Status ‘ Geactiveerd V‘ App-naam
Contactgegevens ‘ ‘
o Gebruikersgroepen Beheren ® &
Code T MNaam Bedrijfsnaam T

— D365 BUS PREMIUM
D365 FINANCE
D365 FULL ACCESS

N

D365 Premium Business Access
Financiéle gegevens lezen en schrijven

Dynamics 365 volledige toegang

CROMUS NL
CROMUS NL
CROMUS NL

‘ledere dag



5. Klik op Gebruikersmachtigingen en scroll naar beneden. Vul in het lege veld
‘Blue10’ in en druk op tab.

Dynamics 365 Business Central

*-ﬂ-

Client-id
Beschrijving
Status

Contactgege

Gebruikersgroepen

Code

Toestemming geven

Vens

t

Azure Active Directory-toepassing

Blue10 Applicatie

|{aSCI8ce22-9&cb—4baZ—bdaD-3[pﬂl|

|BIue‘IO Applicatie

| Geactiveard

Beheren

o —» D365 BUS PREMIUM

D365 FINANCE

D365 FULL ACCESS

Gebruikersmachtigingensets

Machtig

T
D365 IN
D365 J4
D365 )

D365 S

-

TUP

LOCAL
— BLUE10

. SE...
.BS. E...
URN...
D365 JAQURN...

Naam

Beheren

Omschrijving Bedrijf t

Dyn. 365 voorra... CROMUS NL
Dynamics 365 pr... CRONUS NL
Dynamics 365 d... CROMUS NL
Dynamics 365 d... CROMUS NL
Dyn. 365 bedrijfs... CRONUS NL
Land-/regiospeci... CRONUS NL

BIUE1O

6. Je bent nu klaar met de inrichting. Op
deel 2: Koppeling in Blue1l0 omzetten naar de nieuwe koppelmethodiek.

EXTENSION
App-id

App-naam

D365 Premium Business Access
Financigle gegeavens lezen en schrijven

Dynamics 365 volledige toegang

Extensienaam

Basze Application
Basze Application
Basze Application
Basze Application
Basze Application
Basze Application
Blue10

{00000000-0000-0000-0000- ---

= B
Bedrijfsnaam T
CRONUS NL
CRONUS NL
CRONUS NL
& B
Machtigingsbereik
System o
System
System
System
System
System
Tenant -

en doorloop de stappen van

‘ledere dag


https://support.blue10.com/nieuwe-koppelmethodiek-bc/

